DBF6300 Database Forensic Analysis
System
User Manual

V1.4

Contents
1. Introduction ................................................................................................ 4
2. Software Installation and Registration ....................................................... 5
2.1 Recommended Configuration of PC ............................................ 5
2.2 Software Installation .................................................................... 5
2.3 Software Uninstallation ................................................................ 8
2.4 Software Registration .................................................................. 9
2.5 Software Update ........................................................................ 10
3. Software Introduction ............................................................................... 11
3.1 Homepage Introduction ............................................................. 11
3.2 Mode Introduction ...................................................................... 11
4. Operation Introduction ............................................................................. 12
4.1 File Mode ................................................................................... 12
4.2 Data Analysis............................................................................. 30
4.3 Hierarchical Relationship Analysis ............................................. 56
4.4 Log Analysis .............................................................................. 66
4.5 Carving Mode ............................................................................ 74
4.6 Expert Mode .............................................................................. 83
4.7 History ....................................................................................... 89
4.8 Settings...................................................................................... 93
4.9 About Us .................................................................................... 93
4.10 Update ..................................................................................... 94

4.11 Help ......................................................................................... 95
5. Help & Support ........................................................................................ 95

1. Introduction

DBF6300 Database Forensics Analysis System (hereinafter referred to as
DBF6300) is a database forensics system based on Windows platform development,
can be against the database to be deleted, tampered, erased, formatted, fragment,
restored the backup etc., rapid database forensics analysis tasks, restore the
database files and loss of disks and partitions for forensic analysis. According to the
physical structure of the database, find the fragments and combine out the missing
files. Support database recovery of MySQL (versions 5.6 to 8.0.11), SQL Server
(versions 2000 to 2017), Access (versions 2000 to 2016), Oracle (versions 10g to
12C), SQLite (versions 3), PostgreSQL (versions 9.4.26 to 11.5), MariaDB (versions
5.5 to 10.4), DM (versions 6 to 8).

2. Software Installation and Registration
Please install the software on a standard configuration computer, otherwise it will affect
the performance.

2.1 Recommended Configuration of PC
For the best experience, we recommend that user uses following configuration of
computer or above.

CPU

Memory

Storage

Network

OS

Minimum

Intel i5 4th

8GB

3GB

N/A

Windows7

Requirement

generation

Recommended

Intel i7 8th

Configuration

SP1 (64bit)
32GB

More

100MB/s

Windows7

generation

than 3GB

or above

SP1,

or above

SSD or

Windows8,

above

Windows10
(64bit)

2.2 Software Installation
To avoid possible problems during installation, we recommend that user turns off
anti-virus software before installation.

Step 1: Double-click to run installer

Step 2: Enter the main interface of the installation program, read the license agreement
and check the box.

Step 3: Click "Quick Installation" to install the software to the default path; Or click
"Customize Installation" to select the installation path, and click "Start Installation" to
install.

Step 4: Install and start the program to use after completion.

2.3 Software Uninstallation
Step 1: Open the program installation directory and find the uninstall program, as shown
in the figure below. Double-click to run the uninstall program.

Step 2: Click "Uninstall" to uninstall the program.

2.4 Software Registration
Before using the software, it is necessary to register the software in order to gain access
to the software. The registration process is as following;
(1) After the first successful installation, when the application is to be started, the
program will automatically pop up the following authorization interface for
authorization. The authorized software can only be used. User will need to contact
SalvationData to obtain authorization code.
Email: info@salvationdata.com

The activation code is 5-digit "number" or "number + letter". Enter the activation code
after successful activation can be happy to use! If the authorization fails, please contact
SalvationData technical support!
Note: the same computer only needs to be authorized once, and can be used at will
within the authorization period. If the authorization date is exceeded, please contact

SalvationData technical support to reauthorize.

2.5 Software Update
During the authorization period, user can upgrade the program in two ways


Network Upgrade: in the network status, the program will be self-checked for
upgrade when it starts. If there is an updated version, it will be prompted to upgrade.
Or user can check the update on Menu > Update, and complete the upgrade
according to the prompts later.



Installer Upgrade: If user cannot connect to the Internet on the computer, user can
ask technical support for the latest installation program and uninstall the old version
before reinstalling.

3. Software Introduction
3.1 Homepage Introduction

3.1-1 Homepage
Homepage of the system is composed of File Mode, Carving Mode, Expert Mode,
History and Operation Guides. Click to enter the corresponding mode, view the history or
view the operation guides.

3.2 Mode Introduction
(1) File Mode
Fast extraction of data from database files is suitable for the existence of database files.
(2) Carving Mode
Scan the disk and other storage devices and images, suitable for file system corruption,

database files were deleted, unable to find the location of the database, etc.
(3) Expert Mode
To extract the specified data, a special tag for the specified data is configured and
scanned according to the special tag. This pattern requires a high level of database
expertise and an understanding of the underlying database data storage format.

4. Operation Introduction
4.1 File Mode
(1) Click the file mode icon on the home page to enter the file mode.

4.1-1
(2) Select the database type first, then select the database path. Currently supported
database types and versions are: MySQL (versions 5.6 to 8.0.11), SQL Server
(versions 2000 to 2017), Access (versions 2000 to 2016), Oracle (versions 10g to
12C), SQLite (versions 3), PostgreSQL (versions 9.4.26 to 11.5), MariaDB (versions

5.5 to 10.4), and DM (versions 6 to 8).

4.1-2
When user is unsure of the database type corresponding to the database file, user can
also select the database file first, and the system will automatically identify and match
the corresponding database type according to the suffix name of the database file.
(3) Click the "Start Recovery" button to restore.

4.1-3
(4) In the "Data Recovery" interface, user can view the current recovery progress,
contents being parsed, system tables, user tables, views, stored procedures,
functions and triggers that are currently restored.

4.1-4

Click the "Stop" button, a pop-up window will appear asking whether to stop. Clicking
“Yes”to stops the scan and browses the scanned data. Click "No" to continue the scan.

4.1-5
Click the "Cancel" button, a pop-up window will appear asking whether to cancel.
Clicking "Yes" will take user back to file mode to select the database type and database
path. Click "No" to continue the scan.

4.1-6
Click the

button in the upper left corner of the interface, and a pop-up window will

appear asking whether to return to the previous interface. Clicking "Yes" will take user
back to file mode to select the database type and database path. Click "No" to continue
the scan.

4.1-7
(5) After scanning, user will enter the data preview interface. Click the database in the
directory tree on the left to view the basic properties of the database.

4.1-8
Enter the keyword in the table filter to filter the table and database objects in the directory
tree.

4.1-9
Click on the "user tables", "system tables" or "tables", to view the corresponding table
name, status, real pages, page size, normal record number (normal records in data
preview, only for reference, if user need to check the accurate normal record number, or
data analysis in forensic report, please check).

4.1-10
In the data preview, the data page size after the table name is calculated by multiplying
the page size of the table by the number of real pages. It is mainly used as a reference
value to help determine whether there is data in the table in the directory tree, not the
true size of the table.

4.1-11
The table under "Unknown User" in the directory tree with a table name beginning with
LTB is a table that is not retrieved with a table name, is not retrieved with a user name, or
is generated by dirty data.

4.1-12
Click the table in the directory tree to view the table records and table structure. When
the "Status" in the table record is

, the corresponding record is a normal record; Is

,

the corresponding record is the deleted record. "Offset" and "File No." are offset
information recorded in the table and can be used to trace the data instead of the real
data in the table.

4.1-13
When the field name is followed by a red (deleted) or (hidden) tag, it indicates the
deleted or hidden status of the column in the table. A field whose name starts with LDF_
is a field whose name was not obtained.

4.1-14

Double-click the table record to view the table record details. The large fields in the table
record will be displayed in the form of <LOB>. User can double-click to view the table
record details and click to Show Blob to preview the large fields.

4.1-15
The system supports the view of large fields in the form of picture, text, video, audio,
hexadecimal, etc.

4.1-16
Click the “Export” button to export large objects.

4.1-17
The record number and page number of the current page can be viewed at the top left of
the interface. Click

button to turn the page. Note that in order to facilitate to see

table record in the system shows the multiple pages combined records, each page
shows article 100, not the real record number each page in the table, a two page in the
table, for example, has a record of article 20, on the first page with 30 records in the
second page, in the system will display for 50 records in the first page.

4.1-18
Click “Structure” to view the table structure of the table. Click "SQL" to view the SQL
statement corresponding to the table structure.

4.1-19

4.1-20
In the directory tree, click Views, Stored Procedures, Triggers, Functions to see the
corresponding number.

4.1-21
Click Views, Stored Procedures, Triggers, Functions to view their SQL statements.

4.1-22
(6) Add secondary database file: click "Select Path" to select the corresponding
secondary database file. The selected file path is displayed in the current path.

4.1-23
Click "Re-Analyze", and a popup prompt will appear indicating the number of successful
parses. If the selected database file is correct, the state becomes existing. If the selected
secondary database file is not correct, the current file path will still show "No secondary
database file matching the original path, please re-select", and the secondary database
file needs to be re-selected and re-analyze.

4.1-24
(7) After previewing the data, user can check the box before export the data, and then
click the "Export Data" button to select the export item in the export data popover.

4.1-25
To choose export type, export format (only supports export CSV format in data preview),

export status information (table record status, the not exported by default, can only be
selected when export format is CSV), export offset information (namely offset and file
number, can be used in the data source, the default set not exported, can only be
selected when export format is CSV), forensic report format (can multiple choices), hash
method. After selecting the save directory, click the "Export" button to start exporting the
data.

4.1-26
When the export completed, the "Stop" button will change to "Finish", and clicking the
"Finish" button will close the data export interface.

4.1-27
The system will create a folder in the selected save directory with the exported data date
as the name, the forensic reports will be stored in the report folder, and the exported data
will be stored in the folder named with the corresponding database name.

4.1-28
To view the exported data in the corresponding folder.

4.1-29
(8) Analyze Data: Check the user tables or views to be analyzed, and click “Analyze
Data” button to enter the data analysis interface.

4.1-30

4.2 Data Analysis
The operation of data analysis of File Mode and Carving Mode are same, use File Mode
operation as example here.

Data analysis is divided into three parts: all data, keyword query, advanced query.
All data: All data displays all user tables and views that are analyzed in the data preview
selection.

4.2-1
Custom table name: Right-click the table in the directory tree to pop up the menu and
click "Edit custom table name" to edit it.

4.2-2

4.2-3
After editing, click OK to display the custom table name in the directory tree.

4.2-4
Custom field name: Click the menu button of the table header to pop up the menu, and
click "Edit custom field name" to edit the custom field name of the corresponding column.

4.2-5

4.2-6
After editing, click OK to display the custom field name in the header.

4.2-7
Sorting: In a table record, click any column of the table header with the left mouse button
to sort the column (only one column can be sorted simultaneously).

4.2-8
Click the menu button of table head to pop up the menu and click "Clear sort" to clear the
sorted state of the table.

4.2-9
Hide column: Click the table header menu button to pop up the menu and click "Hide

column" to hide the corresponding column.

4.2-10
Set visible state of columns: Click the menu button at the table head to pop up the menu
and click "Set visible state of columns" to check the visible state of columns. Click OK to
hide the unchecked columns.

4.2-11

4.2-12
Filter: Click the menu button of the table header to pop up the menu and click "Filter" to
filter the table records according to the contents of the column.

4.2-13

4.2-14
Click "Advanced" to enter advanced mode filter.

4.2-15
When the filter is complete, the menu button style for this column changes to
always displayed.

and is

4.2-16
Custom filter: Click the table header menu button to pop up the menu and click "Custom
filter" to select the filter criteria of the column and filter the table records.

4.2-17
Filter record status: Click the "Status" menu button to pop up the menu, click "All data",
"Normal data" and "delete data" to filter record status.

4.2-18
Clear filtering state of column: Click the menu button on the column with filtering state to
pop up the menu and click "Clear filtering state of column" to clear the filtering state of
the column.

4.2-19
Clear filtering state of table: click the menu button of the table header to pop up the menu

and click "Clear filtering state of table" to clear all filtering states of the table.

4.2-20
Group query: click the menu button of the table head to pop up the menu, and click
"Group query" to jump to advanced query, automatically generate query statement, and
ask whether to execute the query immediately. Click Yes to count the number of each
group after grouping the contents of the column and sort them in descending order. Click
No to edit the SQL statement before executing the query.

4.2-21
Statistics column: The statistics column defaults to the folded state, showing the number
of records under the current state of the table (normal, filtered). Click

button to

expand the statistics column and display the sum and average of the corresponding
columns.

4.2-22
Export Data: Click to export the table or record checked in "All Data". The functionality is
basically the same as the exported data in the file schema, with additional export custom
table names, export custom field names, and export data de-duplication. When user
selects the export data to be de-duplicated, exactly the same records in the same table
will be de-duplicated when the data is exported.

4.2-23
Keyword Search: Click the TAB of "Key Search" to switch to the keyword query interface.

4.2-24
Enter a keyword in the search box, click the search button, and the data in "All data" will
be queried according to the keyword. After completing the query, an overview of the
query results will be displayed in the "Overview" on the right side of the interface, with up
to 5 query results per table. Click the table name in the query overview or the table name
in the directory tree to view all table records for that table.

4.2-25
Export Results: Click the "Export Result" button to export the checked query results in
the keyword query. The functionality and operation are the same as the exported data in
All Data.

Advanced Query: Click "Ad. Query" to switch to the interface of advanced query. The
directory tree of the advanced query shows all the objects that have been analyzed. The
objects in the directory tree can only be dragged into the right SQL statement editing
area to create visual queries. They are not ticked or clicked to view.

4.2-26
SQL Statement Query: Enter the SQL statement in the SQL statement edit area.

4.2-27
Click the "Execute Query" button to make the query. When the query is complete, user
can view the results in query results.

4.2-28
Visual query: A visual query can be created by dragging the tables that need to be
visually queried into the left directory tree into the right area.

4.2-29
SELECT data: SELECT the fields in the table to obtain data. The data in the selected

fields that match the query criteria will be displayed in the query results.

4.2-30
Can also select fields in the selection of the query field.

4.2-31
JOIN query: An INNER JOIN is a drag that joins the two fields that need to be a condition

of the JOIN query.

4.2-32
Click the connection or right-click on the connection to pop up the menu, and click
"Connection Properties" in the menu to adjust the connection query to a LEFT JOIN or a
RIGHT JOIN.

4.2-33
Click "Delete" in the menu to delete the connection query.

4.2-34
The Query area:
Selection: User can select fields in this area and add functions. Optional functions
include COUNT, AVG, SUM, MAX, and MIN.

4.2-35
WHERE: Where clauses can be generated in this area, and Where clauses can be used
to query the setting of criteria.

4.2-36
AND & OR: AND & OR can combine two OR more conditions in a WHERE

sub-statement.
If both the first AND second condition are true, the AND operator displays a record.
The OR operator displays a record if only one of the first and second conditions is true.

4.2-37
Click the "+" button after the AND & OR operator to add a WHERE clause. User cannot
add a new WHERE clause when the recently added WHERE clause does not complete
the condition. Click the "-" button after the AND&OR operator to clear all where clauses.
Click the "-" button after the WHERE clause to delete the corresponding WHERE clause.

4.2-38
Click <enter a value> in the WHERE clause to select the field or manually enter the
corresponding value.

4.2-39
Click the operator in the WHERE clause to select the operator for that clause.

4.2-40
GROUP BY: GROUP BY statement can be generated in this area. The GROUP BY
statement is used to combine aggregate functions (such as SUM, COUNT, AVG etc.) to
GROUP the result set BY one or more columns.
The list on the left shows the fields for all the tables in the current visual query.

4.2-41
Select the fields that need to be grouped as criteria, click the

button, and the

selected fields will be moved to the list on the right. Select the field from the list on the
right and click the

button to remove the selected field from the grouping criteria.

4.2-42
HAVING: This area can be used to generate a clause in the same way as WHERE.

4.2-43
ORDER BY: ORDER BY statements can be generated in this area. The ORDER BY

statement is used to sort the result set.

The operation is the same as GROUP BY.

4.2-44
Execute Query: After generating the query statement, click “Execute Query” button to
conduct the query. When the query is complete, user can view the results in query
results.

4.2-45
Export Result: After completing the query, click the "Export Result" button, select the
export format and save the directory to complete the export.

4.2-46
Save Query Scheme: Click "Save Query”button to edit the name of the current query
scheme and save it.

4.2-47
Open Query Scheme: Click "Open Query" button to view the saved query scheme. User
can choose to open or delete the query scheme.

Save History: When exiting the program or data analysis interface, the history will be
saved automatically, and the historical name can be saved after editing.

4.2-48
Click × to cancel exit.

4.3 Hierarchical Relationship Analysis
The function of hierarchical relationship analysis is applicable to network pyramid selling
and other cases that need to analyze the organizational structure and hierarchical
relationship between participants.
On the data analysis interface, click the "Hierarchical Analysis" button in the upper right
corner to open the function of hierarchical relationship analysis.

4.3-1
Operation Steps:
1. Select the data source for hierarchical relationship analysis: The analyzed table in the
database or the saved query scheme in the advanced query can be selected as the data
source for hierarchical relationship analysis. The data source table must contain fields
that represent the unique value of the person involved and the corresponding unique
value fields of their superiors, such as user ID, parent (superiors) user ID, etc.

4.3-2
2. Select the data source and click "Next" to match the associated fields in the
hierarchical relationship analysis model.
In the drop-down list of "Node Fields", select the fields in the data source table that can
represent the unique values of the persons involved (such as member ID, user ID, etc.);
In the drop-down list for the Parent (Superior) Node Field, select the field that represents
the unique value of the superior of the person involved (e.g., referee ID, superior ID,
etc.).
The data source table must contain fields that represent the unique value of the person
involved and the corresponding unique value fields of their superiors, such as user ID,
parent (superior) user ID, etc.

4.3-3
3. After the hierarchical relationship analysis is completed, the hierarchical relationship
maps can be viewed.

4.3-4
The relevant information of the maps can be viewed in the information panel on the right,

and the relevant information of the node can be viewed after clicking the node. Click the
blue node name to locate the corresponding node in the map.

4.3-5
Search: The node or the corresponding table record of the node can be searched by
entering keywords. Click the search result to locate the corresponding node in the map.

4.3-6
Drill Down: Click "Set Root" button on the operation bar or the "Set Root" in the right
node menu to view the maps with the specified node as the first-level node.

4.3-7

4.3-8
Filter: Click "Filter" button on the operation bar or the "Hierarchical filter" in the right node

menu to view the hierarchical relationship with the specified node as the first level. The
number of levels is greater than or equal to the specified criteria. The remaining nodes
that do not meet the criteria will be hidden.

4.3-9

4.3-10
Cursor, Drag: Click "Cursor" and "Drag" in the operation bar to switch the state of the

mouse. When the state of the mouse is "Drag", the map can be dragged to adjust the
viewing range.

4.3-11
Undo, Redo: Click "Undo" in the operation bar to undo the previous operation. Click
"Redo" to restore the previously undone operation.

4.3-12
Reset: Click "Reset" in the operation bar to restore the viewing area and size scale of the
atlas to the initial state.

4.3-13
Reanalyze: Click "Reanalyze" in the operation bar to re-select the data source for
hierarchical relationship analysis.

4.3-14
Export: Click "Export" in the operation bar to export the hierarchical relationship maps.
Export the currently viewed map or all the maps; Select the format of exported maps,
whether to export data source table, format of exported hierarchical relationship analysis
report and verification method.

4.3-15
Note: The exported maps are all maps in the current state. For example, after
hierarchical filtering and deduplication, the exported maps are the maps after
corresponding operation. The exported data source table contains only the table records
corresponding to the nodes in the exported map.

4.3-16

4.4 Log Analysis
The DBF currently supports the following databases and versions for log analysis: SQL
Server 2005 to 2017, MySQL 5.6 to 8.0.
The operation of log analysis of File Mode and Carving Mode are same, use File Mode
operation as example here.

（1）SQL Server database：
When the log file exists: In the data preview, check the "log" node in the directory tree
and click "Analyze Data" button to parse the log file.

4.4-1
When the log file does not exist: click "Select Path" on the database properties page to
select the log file.

4.4-2
After selecting the log file, click "Re-Analyze" button to scan the selected log file.

4.4-3
If the file is selected correctly, the corresponding log file property changes to Unanalyzed
and the log node is displayed in the directory tree. Check the "log" node and click the

"Analyze Data" button to analyze the log file.

4.4-4
When the log analysis is completed, click the log folder in the directory tree to view a log
overview.

4.4-5

Click "All Logs" in the directory tree to view all log records. Click other log nodes in the
directory tree to view the log records of the corresponding table.
Sorting: In logging, any column in the table header can be sorted by clicking the left
mouse button (only one column can be sorted at the same time).

4.4-6
Filter: Click the menu button of the table head to pop up the menu and click "Filter", that
is, filter the log records according to this column.

4.4-7
Keyword Search: Click the tab of "Key Search" to switch to the keyword search interface.

4.4-8
Enter the keyword in the search box, click the drop-down menu button on the search
button, and select the search scope as "Search log" or "Search table" from the
drop-down menu to conduct keyword search to the "Detailed information" in the log.

4.4-9

（2）MySQL database：
In the data preview, click the "Add Log File" button under the list of database files and
select the log file to add.

4.4-10
To select the wrong file, click × button in front of the log file to delete the log file from the
list.

4.4-11
After adding, check the "log" node in the directory tree and click "Analyze Data" button to
analyze the log file.

4.4-12
Once the log analysis is completed, the operation is the same as for the SQL Server

database operation.

4.5 Carving Mode
(1) Click the icon of Carving Mode on the home page to enter Carving Mode.

4.5-1
(2) To check the data sources to be scanned in the data source list, and click "Add
Image" button to add the image file to the data source list. Click the refresh button to
refresh the list of data sources.

4.5-2
Click
After checking

to filter the type of database to be scanned.
, free space or full partition can be carved and duplicated.

The carving and duplicating function is applicable to the case that the file system is
damaged, the database file is deleted, etc. (currently supports SQL Server database). If
you do not select the enable carving check, there is no carving, only a quick scan.
(3) After selecting the data source, click the "Next" button to begin scanning the
database file.

4.5-3
During the scanning process, click "Stop" button and a prompt box will appear asking
whether to stop. If "Yes" is clicked, the scanning will be stopped and the database list
interface will be entered and the scanned database will be displayed.

4.5-4
Click "Cancel" button, a prompt box will appear asking whether to cancel. If "Yes" is
clicked, it will return to the interface of selecting data source. If user clicks "No", the scan
will continue.

4.5-5
(4) After scanning, will enter the database list interface. Click the data source in the
directory tree on the left to see the number of each database in each partition in the data
source.

4.5-6
Click the partition in the directory tree to view the database within the partition, and click
the database in front of the database to view the corresponding database file under the
database.

4.5-7
Filter and Search: The database can be searched according to the database type,
created/modified time, and keywords. Click
search results.

4.5-8

button to clear the filter criteria and

(5) User can click “Analyze” button after the database to analyze a single database, or
click "Batch Analyze" button after the database is checked to parse multiple databases in
batch.

4.5-9
(6) After the beginning of analysis, will enter the database analysis interface, and you
can view the current recovery progress, used time, remaining time and currently restored
system tables, user tables, views, stored procedures, functions and triggers.

4.5-10
Click "Stop" button, a pop-up window will appear asking whether to stop. Clicking "Yes"
stops analyzing and browses the analyzed data. Click "No" to continue analyzing.

4.5-11
Click "Cancel" button, a pop-up window will appear asking whether to cancel. Clicking
"Yes" will bring you back to the database list interface. Click "No" to continue the scan.

4.5-12
Click

button in the upper left corner of the interface, and a pop-up window will appear

asking whether to return to the previous interface. Click "Yes" will be

back to the

database list interface. Click "No" to continue the scan.

4.5-13
(7) After scanning, will enter the data preview interface. Click the database type in the left
directory tree to view the basic information of the database type.

4.5-14
Other preview data operations are the same as File Mode's.
(8) Export Data: The operation steps are the same as the file mode, but there is an
additional option to restore the original file in the complex mode. After checking the box,
the original database file will be generated in the selected directory.

4.5-15

4.5-16

4.6 Expert Mode
(1) Click the icon of Expert Mode on the home page to enter Expert Mode

4.6-1
(2) User can select the data source to be scanned in the data source list, and click the
"Add Image" button to add the image file to the data source list. Click "Refresh" button to
refresh the list of data sources. After selecting the data source, click the "Next" button to
enter the configuration template interface.

4.6-2
(3) Configure the template according to the data type to be extracted. All marked with *
are required or required options. Click

button to add a field. At least one field needs

to be added before recovery can begin. Click "Save Template" button to save the
currently configured template, and click "Clear Template" button to clear the current
template.

4.6-3
Click "Import Template" button to select the previously saved template for use.

4.6-4
(4) Click "Analyze" button to restore and enter the data preview interface.

4.6-5
Double-click the record and the system will highlight the hexadecimal section in the
hexadecimal display area.

4.6-6
Click "Data Query" to query the currently recovered records according to the keywords.

4.6-7
(5) Click "Export" to export the data. The steps are the same as in file mode.

4.6-8
(6) When no data results are recovered according to the configured template, if the
corresponding forensic report needs to be exported, click the "Report" button to select
the export option in the export report interface, and click the "Export" button to export.

4.6-9

4.7 History
All data analysis history is saved in the history record. Click "History" on the home page
to enter the history record interface.

4.7-1
Filter and Search: The database can be searched according to the recovery mode,
database type and history name. Click
results.

button to clear the filter criteria and search

4.7-2
Load History: Click "Load" to load the corresponding history.

4.7-3
The status of historical records is divided into completed analysis, completed analysis
(can be added), and incomplete analysis. When loading the history whose status is

completed analysis (can be added), you can choose to directly view the history, or click
the button of "Add Object", you can return the data preview after loading the history or
select the analysis object to add to the data analysis task.

4.7-4
When loading the history with incomplete analysis status, you can choose to directly
view the history record, or click the "Continue" button, and the system will continue the
analysis from the location where the data analysis was interrupted last time.

4.7-5
Delete and batch delete history records: Click "Delete" to delete the corresponding
history records. After checking the check box before history, click the "Batch Delete"
button to delete the history in batches.

4.7-6

4.8 Settings
Temporary Cache: The storage path of software temporary cache data can be modified.
Mark the contents of different fields with color: When checked, the columns of different
field types in the table record will be displayed in different colors.
Use the decimal symbol to separate the contents of numeric fields: when checked, the
contents of numeric fields in table records will be displayed with the decimal symbol.
Floating point field number setting: The number of digits after the decimal point of
floating point field can be set by checking. The range is 0 to 10.

4.9 About Us
About Us can view our company’s information and software authorization;
Authorization Deactivation: it is necessary to re-activate after the deactivated

authorization. Within the authorization period, the same activation code can be used
repeatedly. If the authorization expires, you can re-authorize by contacting the contact
information below.

4.10 Update
If it is the latest version, will prompt, click OK to close. If it is not the latest version, follow
the instructions to update.

4.11 Help
Click to go to the Help Center for frequently asked questions.

5. Help & Support
If you have any questions or problems, you can get assistance by following methods.

Telephone

+86-28-6873 1486

Email

Technical Support: support@salvationdata.com
Sales & Marketing: info@salvationdata.com

Address

XLY Salvationdata Technology INC.
Room 1101-1102, Zhonghang City Plaza, Wuhou, Chengdu, Sichuan, China 610041

We are looking forward to talking with you soon!

